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Abstract

Security of quantum key distribution against sophisticated attacks
is among the most important issues in quantum information theory. In
this work we prove security against a very important class of attacks
called collective attacks (under a compatible noise model) which use
quantum memories and gates, and which are directed against the final
key. This work was crucial for a full proof of security (against the
joint attack) recently obtained by Biham, Boyer, Boykin, Mor, and
Roychowdhury [1].

1 Introduction

Processing information using quantum two-level systems (qubits), instead of
classical bits, has lead to many surprising results such as exponentially fast
quantum algorithms, teleportation of unknown states, and quantum cryp-
tography which was originated by Wiesner, Bennett, and Brassard (see for
instance [2, 3, 4, 5, 6]. Quantum key distribution was invented in 1984 [3], to



provide a new type of solution to one of the most important cryptographic
problems: the transmission of secret messages. A key distributed via quan-
tum cryptography techniques can be secure even against an eavesdropper
with unlimited computing power, while the most advanced “public key” or
“secret key” schemes do not have, and never will have this type of security.

The conventional setting (which we adopt here as well) is as follows: Alice
and Bob have labs that are perfectly secure, they use qubits for their quantum
communication, and they have access to a classical communication channel
which can be heard, but cannot be jammed (i.e. cannot be tampered with)
by the eavesdropper. The last assumption can easily be justified if Alice and
Bob can broadcast messages, or if they already share some small number of
secret bits in advance, to authenticate the classical channel. The other two
assumptions (the perfectly secure labs, and the creation of qubits) are dis-
cussed in some papers regarding practical cryptography (see for instance [7]),
but more work is required to justify them.

Using this setting, many physicists and computer scientists have tried
to prove the security of various quantum key distribution schemes in the
last decade. The conventional measure of security is the information Eve
can obtain on the final key, and a security proof usually calculates (or puts
bounds on) this information. Many particular attacks have been analyzed,
such as the intercept-resend attacks and the individual particle attacks, for
which there is a clear intuition that classical privacy amplification provides
the desired security. However, these attacks are special cases which sim-
plify the security analysis considerably. Quantum mechanics allows much
stronger attacks which use quantum gates and quantum memory and are
directed against the final key. The strongest (most general) attacks allowed
by quantum mechanics are called joint attacks. Such attacks are beyond
current technology, but obviously, a cryptosystem is not absolutely secure if
some future technology could break it. Thus, proving security against any
attack allowed by the rules of physics is a vital step.

In this paper we complete the work started in [3, 9, 10] to conclude that,
under a compatible error model, the four-state scheme [3] for quantum key
distribution is secure against any collective attack, an important subclass
of the joint attacks. The first version of our paper appeared in the public
domain' already in 1998 but has not yet been published. Our result is an
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important step on the route to proving the security of QKD against joint
attacks. It can lead to such a proof if one generalizes this work, or if one
succeeds to prove an older conjecture [9], namely, that collective attacks are
the strongest subclass of the joint attacks (meaning that Eve can obtain the
largest amount of mutual information if she uses a collective attack, and not
if she uses any other joint attack).

Recently, by exploiting and generalizing the techniques presented here,
and by expanding the analysis further, Biham, Boyer, Boykin, Mor, and
Roychowdhury [1] (BBBMR) succeeded to prove the security of quantum
key distribution against the most general attacks on the channel, the joint
attacks: the general attack is described in [1] as a generalization of the attack
on a bit (Eq. 7) to an attack of a string, and the proof of security is based on
a generalization of the purification of Bob’s bit (Eq. 10) to a purification of
Bob’s string, on the use of the Theorems proven here, and many additional
steps required to deal with the much more complex attack. Note that the
conjecture of [9] cited above is still an open problem.

Other independent proofs of the security against joint attacks were also
derived prior to the proof of BBBMR ([11, 12]) and shortly after ([13]) based
on various different methods?, hence this old-standing important problem of
the security is now considered solved. However, it is important to have several
approaches since a.—practical quantum key distribution is not yet proven
secure [7], b.—it is rather common in cryptography that proofs of security
are found wrong or incomplete once better understanding is obtained (though
this statement probably does not apply to any of the proposed proofs in the
case of QKD), and c.—different proofs are sometimes based upon different
assumptions hence often lead to different results (especially when connected
to various practical considerations, such as multi-photon states and high
channel losses).

2 Description of the protocol

In the four-state scheme of Bennett and Brassard (BB84) [3] the sender
(Alice) sends to the receiver (Bob) a classical string z” of length n” using a
quantum channel, by sending qubits. She sends either |0), or |0), = (|0), +
11).)/+/2 to encode a bit value 0, or she sends either |1), or [1), = (|0). —

2 The proof in [11] assumes quantum computers, and the other proofs [12, 1, 13] apply
to more realistic scenarios.



11).)/4/2 to encode a bit value 1. Each classical bit is chosen randomly, and
the basis (x or z) for encoding each classical bit using a qubit is also chosen
randomly. Alice and Bob are also connected by a classical channel which
is insecure against eavesdropping (it is assumed public) but unjammable
(cannot be tampered with). At a later stage, after Bob has received the
particles, Alice tells Bob through the classical, public channel which basis
(x or z) she used for each qubit. If Bob has used the same basis for his
measurement they keep the bit, otherwise they discard it. The resulting n'-
bit string z’ is known as the sifted key. If no errors and no eavesdropping
occurred, then Alice’s string z/, is identical to Bob’s string z/;.

But due to imperfections in the creation, transmission and measurement
of qubits transmission errors will occur. Therefore Alice and Bob agree in
advance on some error rate threshold pajowea. Once Alice and Bob share
the sifted key (i.e. two almost identical string 2’y resp. z'3) they estimate
the error rate using a random subset of ni. bits. If the error rate piest
on the test-bits is less than the pre-agreed threshold pajoweq, then the test
succeeds and Alice and Bob choose n bits from the remaining bits (hence,
n < n’ —Nyest) to be the “information bits”. these n-bit information strings in
Alice’s and Bob’s hands are denoted respectively x4 and xg. The error-rate
on the information bits (the value |z @ zg|/n where x4 and g are the n-bit
information strings in Alice’s and Bob’s hands respectively) is promised to
be similar to the error-rate on the test bits due to some law of large numbers
which is applicable due to the random sampling of the test bits.

Once the test is passed, the last step is to obtain a final key of length m
from these n bits by performing error correction and privacy amplification.
Let us describe a particular way to perform this (alternative ways exist, but
are harder to analyze): Alice and Bob choose parities of r substrings for error
correction and parities of m substrings for privacy amplification. The parity
of each of the r error-correction substrings is announced in order to correct
xg, and the parities of the m privacy amplification substrings are kept secret,
and used as the final key.

In the most general (“joint”) attack, the eavesdropper, Eve, can do what-
ever she likes (the most general unitary transformation using an ancilla) to
the qubits, and delay her measurement of the (extremely big) ancilla until
receiving all classical data. In the collective attack, each of Alice’s qubits
is attacked via a separate ancilla and all ancillas are finally measured col-
lectively. The first hints that such collective measurements will not destroy
the security obtained by privacy amplification were provided in [3]. The first
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complete examples (which contain privacy amplification and error correction)
were provided in [11, 9] (Mayers work was based on an earlier work of Yao).

In this paper we restrict ourself to “collective” attacks [9, 10], where
each qubit is attached to a separate probe, unentangled to any other probe.
The measurement is delayed until after all the classical data is obtained,
and is performed collectively on all probes. There are good reasons [9, 10]
to believe that collective attacks are the strongest joint attacks (when n
is large): Eve has no knowledge regarding which are the relevant qubits
at the time she performs the unitary transformation, and the probability of
performing the transformation on relevant qubits alone is exponentially small.
A transformation done on relevant and irrelevant qubits together seems to
cause noise without providing useful information to Eve. Furthermore, no
particular joint attack has been shown to be stronger than collective attacks
(in terms of Eve’s information on the final key). It may well be that the

symmetric collective attack of [10], which uses 2-dimensional probes, is the
strongest joint attack in terms of the amount of information it gives to the
eavesdropper.

In a collective attack, when Alice sends z” to Bob, each qubit gets en-
tangled with a separate probe of Eve. So the global state of the Eve-Bob
system is p; ® ... ® p,» where each p; is a density operator on the space
HE @ HPi and where the space H and the 2-dimensional space H? belong
respectively to Eve and Bob.

To simplify the derivation of the proof of security, and to make this paper
clear and a bit less technical, we leave the proofs of the four theorems provided
here to the appendix. We consider m = 1 in the first sections and leave the
general case of m bits to the last sections of this paper.

3 Bounds on information

We present some notations from information theory. Let B and X be random
variables (describing the input and output of a channel). When the context
is clear we write p(b) for p(B=0b) and p(x) for p(X =z). The joint probability
p(z, b) satisfies p(z) = Ypegp(x,b) and p(b) = Y cx p(x,b). The conditional
probability is denoted by p,(x) = p(X =z|B=b) and p,(b) = p(B =b|X =x).
It satisfies the Bayes formula p,(z)p(b) = p(x,b) = p.(b)p(x). The mu-
tual information between the input and the output probability distributions,

I(Xa B) = - ZbeB p(b)logzp(b) + ZmEX p($) ZbEB px(b)logsz<b)7 tells us the



average increase of knowledge about the input when the output is known.
Let the entropy function hy(p) be defined as hy(p) = —plog, p — (1 —
p)log,(1 — p). For a binary input B with equal input probabilities

I(B; X) =) p(x)2(p.(0)) (1)
zeX
where I5(p) = 1—ho(p) = 1+plog, p+ (1 —p)log,(1 —p). Distinguishing the
input when the output is given, is then equivalent to distinguishing the two
probability distributions po(z) and pi(x). All the probability distributions in
the expression of the mutual information can be calculated from py(z), p1(x)
(since the input probabilities p(0) = p(1) = 1/2 are also known):

p(x) = plz,b) = p(b)ps(x) ;

p2(0) = p(z,0)/p(x) = p(B = 0)po()/p(z) .

Therefore, we can define another function SD, Shannon Distinguishability,
SD(po(z), pi(z)) = 1(B; X) (2)

(restricted to binary input with equal probabilities), which has the same
values as the mutual information, but is a function of the two probability
distributions po(x) and p;(z), and is a measure of their distinguishability.

Suppose we are given a state (density matrix) p. The most general mea-
surement giving a result x in some set X of possible outputs is given by a
POVM [15] € indexed by X, i.e. a family £ = (E,),ecx of Hermitian operators
E, with non negative eigenvalues such that > .y E, = I. The probability of
occurrence of x given the state p is then equal to

(@) = Tr(pE,) .

Given two equally likely states pg and p;, and a measurement procedure &, let
pof(x) = Tr(poE,) and pi°(x) = Tr(p1E,) be the resulting two probability
distributions, and let

SDg(po,Pl) = SD(P08($)>P18(95)) ; (3)

the Shannon Distinguishability between the density matrices once a particu-
lar POVM is used. The maximum information we can get regarding the state
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we are facing is given by the optimal Shannon Distinguishability (known also
as the accessible information)

SD(po, p1) = Sgp[SD‘g(po,m)] (4)

where the supremum is taken over all POVM’s on all possible sets X.

Unfortunately, there is no known analytic formula giving such an optimal
mutual information. In what follows, we present two important bounds; the
proofs are given in the appendix.

Theorem 1. — If pg and p; are two density matrices defined on some space
H1 ® Hy and p; = Tre(p;) are the density matrices on H; obtained by
tracing-out Hs, then,

SD(po, p1) = SD(Tr2(po), Tr2(p1)) < SD(po, p1) - ()

The p;, will be called a lift-up of p,, and it is known as purification if it is a
pure state. This theorem (proven independently in [16]) actually states that
tracing out cannot increase information. It provides a useful upper bound
on the mutual information that can be obtained about mixed states p;, if we
can find appropriate states p;. A similar idea which says that mixing cannot
increase information was used in [10] to obtain a more limited security result.

For an Hermitian matrix A, the Trace-Norm of A, denoted by Tr|A]|, is
the sum of the absolute values of the eigenvalues of A. The following upper
bound is very important.

Theorem 2. [17] — For any two density matrices py and pi, defined on
some space H,

_ I, - -
SD(po, p1) < 5Trlpo = pul - (6)

The importance of this bound is in avoiding the necessity of optimizing over
all possible measurements (since the Trace-Norm is independent of the mea-
surement process), an optimization process which is in general unknown. The
optimal measurement (as far as mutual information is concerned) still yields
an optimal mutual information which is bounded by the expression of the
Trace-Norm.



4 Error versus information

Let us assume that Eve is powerful enough to control the natural noise.
Without loss of generality, we assume that Eve’s probes are in some arbitrary
but fixed initial (tensor product) pure state, and that each probe is in a state
|E). In the collective attack, the state |E) ® |b) is subjected to Eve’s unitary
transformation U that changes the state |b) sent by Alice to the final global
state

0): = [E500): + |E60)1)- = [65)
1. = [Eip)0): + |ET))[1): = [6]) (7)

where the |E7 j> are Fve’s non normalized states. Implicitly, this description
corresponds to restricting natural noise to follow the spirit of the collective
attacks. It is reasonable to suspect that more general noise models would not
be to Eve’s advantage, but being unable to prove it, we adopted the above
restriction.

Bob’s average error probability in the z basis [measuring |0), if |1), was
sent etc.] is pZ = (1/2)[(E§,|E5,) + (Efo|Ef,)]. Alice can also use the
alternate basis z, and then the transformation U can also be expressed in
the = basis (replacing everywhere z by x) to yield Bob’s average probability
of error in the x basis

P = (1/2)[(Eg,1|Eg,1> + <Eio|Eio>] .

For any choice of attack we now show a connection between the error rate
induced if Alice and Bob used the z basis, and Eve’s benefit from the attack if
the z basis was used. This is an “information vs. disturbance” argument. Due
to linearity of the transformation U we obtain |Ef,) = [(|1E§,) — |Ef,)) +
(1ETo) — [E5,0)] and |Efo) = 3[(1Ego) — [E51) — (1Efp) — [EG.))]. If we
expand p{ in terms of the vectors in the z basis we get p? = (1/4)[(E§, —
B |E§o—Ef ) +(Ef o — EG,|Ef o — Ej,)]. Since U preserves inner products,
the states |¢F) and [¢) have norm 1. Therefore, (E§|E§ o) + (E§ | E§,) =1
and (Ef|Efo) + (Efy|ET,) = 1, yielding

" 1 z z z z
Pe = 5[1 — Re{(EGolET1) + (B0l EG1)} -

Using Re{a} < |a] for any complex number «, we finally get

1—2p; < |<Eoz,o|Ei1> + <Eio|E5,1>| . (8)
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Eve’s view, if the z basis was used, is obtained by tracing-out Bob from
the states ¢7:

03<E) = |Eg,0><Eg,0|+|Eg,1><Eg,1|
Pi(E) = [Efo)(Eiol + [ET (BT - (9)

For a collective attack, these density matrices contain all the information
available to Eve on a particular qubit, since bob’s measurements on the test
bits (which are revealed) provide no information regarding the information
bits.

Note that the states ¢; are purifications of Eve’s states. These purifica-
tions are orthogonal to each other, hence can be perfectly distinguished, and
cannot be useful in Theorem 1.

Many other pure states also yield the same reduced density matrices for
Eve (hence are purifications of Eves states). In particular

[W5) = [EGo0)= +[EG)[1)-
1) = [EL]0): +[E5g)[1)- (10)

are found to be useful purifications since the angle between them is zero if
there is no disturbance. While these states have only virtual existence, they
can be used in Theorem 1 to yield the desired bound, since Eve’s states
are the trace-out of these pure states. They span a 2-dimensional subspace
‘H of the Bob-Eve space. They are normalized, and their overlap yields
|(¥g|1F)| = cos(2a,) for some angle 0 < «a, < w/4. Note also that [(¥§|v7)] =
[(EG ol E5 1) + (EfolEG,)| so that 1 — 2sin*(a;) = [(EG ol E5 1) + (EfolE£G1)]-
Using (8) we deduce that 1 —2p® < 1 — 2sin*(a) leading to

sin(a) < (pf)'/? . (11)

The overlap is, in general, a complex number (¥Z|¢7) = ecos(2a,). Let
us define the two vectors

0G0 = [18) +e o))/ 2cosan)
1) = [¥5) — e “lD)]/(2sina) . (12)
They form an orthonormal basis of the 2-dimensional subspace H spanned

by [¥¢) and [¢f). In this new basis [¢§) = cos(a,)|0%) + sin(a,)|1%) and
[¥7) = e”[cos(e)|05,) — sin(a)[13)].



More appropriate purifications of Eve’s states can be defined as follows:
Let [¥Z) = |¢Z) and |U%) = e ¥|¢)%). Then

WG) = |EG0)|0)= + |EG1)1)-
T5) = e [IBi)I0). + | Efg)[1):] (13)

and in the new basis (12) they are written in a very simple way

[WG) = cos(a:)|0%,) + sin(az)[13)
[W5) = cos(az)|03) — sinaz)[15) . (14)

Everything that has been said about [¢¢) and p? holds by symmetry for
replacing the bases, once other new basis vectors |0f,) and |17,) are defined
by replacing z by x in (12,10), yielding sin(a,) < (p?)*/2.

Alice uses both bases with the same probability, hence Bob’s overall prob-
ability of error is p, = %(pi + p?). Using p¥ < 2p, and p? < 2p,, we obtain
sin(a.) < (2p.)'/? and sin(a,) < (2p.)'/2. When Eve performs an attack on
a particular qubit the purifications in both bases are restricted as above. In
the sequel we will simply drop the indices x and z, taking as a convention
that we are dealing with the actual basis that Alice and Bob agreed upon
(and which become known to Eve only after she retransmitted the particle
towards Bob). Thus, for any qubit |b), or |b), transmitted from Alice to Bob,
we have found that the connection between Eve’s angle (in the basis actually
chosen by Alice and Bob) and Bob’s average error-rate is

sin(a) < (2pe)1/2 ) (15)

Also we have found that the purification of Eve’s state (known to her only
once she learn the basis) is

[W5) = cos(a) [0) + (—1)"sin(a) [Lr) - (16)

written using the relevant basis vectors {|05,) ; |1%)} or {|0%) ; |1%,)} de-
pending on the basis, z or x, chosen by Alice.

5 The state in Eve’s hands

We now look at the n’ remaining qubits after Alice and Bob discard those
bits where the bases did not agree. Some bits are used to verify that piess <

10



Pallowed, 10 be left with n-bit string x. After retransmitting the i-th bit
(denoted here by z;) to Bob, Eve’s state is p,,(E), where x; is either 0 or
1 (1 < < n) according to the bit which Alice sent to Bob. [Note that z;
replaces b of the previous section; b is not used in this section, and shall have a
different meaning in later sections.] The purification of Eve’s state is |¥,,) =
cos(e) |0); + (—1)" sin(ay) |1);, where {|0); ; |1);} replaces {|Ox;,) 5 |1,)}
of the notations of the previous paragraph and in the appropriate basis.
Moreover sin(a;) < (2p;)'/2, where p; is Bob’s probability of error on the
i-th bit (averaged over the four possible input states), which is completely
determined by Eve’s transformation. Thanks to the properties of the trace,
the global state of Eve’s probes, px(FE), is obtained by performing a partial
trace of |Uy), the tensor product of the |U,,).

To expand |Vy) we first need some notations. Boldface letters like j, x
are used to denote strings in {0,1}" that are interpreted as n-vectors on
the binary field. The #’th bit in j is denoted j; [j; stands for a different
n-bit vector and not for the i’th bit of j|. Boldface letters are also used in
kets, with the following meaning: if j = 7, ..., is concatenation of n bits
then |j) = |j1)1 @ ... ® |jn)n where |0); and |1); are the basis vectors of the
purifications of Eve’s ¢’th qubit. The state

n

|Wse) = @(cos(es) 0); + (=1)" sin(es) [1);)] (17)

=1

can be written as
W)= > (=1 |j), (18)
jefo, 1}~

where dj = d;, ... d;, with d;, = cosa; if j; = 0 and d;, = sinq; if j; = 1, and
where x - j is by definition x - j = > ;;j; mod 2 . For instance, |Wg;) =
cos ay €os a2|00) —cos ag sin ap|01) +sin o cos ap|10) —sin o sin ap|11). Then,
for |j) = |10) we see that j; = 1, jo = 0, d;, = sinay, dj, = cosas, and
dj = d10 = sin Q1 COS (9.

Let j @ k be the bitwise XOR of the strings j and k. Using the equality
(—1)%3(—1)*k = (=1)*U®) the density matrix corresponding to the lift-up
(here purification) |Wy)(Ux| of Eve’s state can be written

=10 (Uxl = 30 didi(—1)<09 [j) (K| , (19)

Jke{0,1}m

for any string x sent by Alice.
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__Let x be the number of ones in x, called the Hamming weight of x. Then,
X @ j is the Hamming distance between x and j.

6 The parity bit

In order to encode one key-bit b (0 or 1) using a substring of the n bits she
sent, Alice proceeds as follows: she chooses some string w € {0, 1}" to define
the relevant bits in x whose exclusive-OR forms the final 1-bit secret key (in
other words — the ones in the string w define the substring of x which will be
used for privacy amplification); Alice announces w to Bob; Bob understands
that the key-bit sent is b = x - w, and can calculate the final bit . Eve now
knows w (but not x) and has to guess b = x - w. Only strings x such that
x - w = b contribute to p}’, and all these strings are equiprobable, hence

lggv = on—1 .Zio‘\IJXH\IJx’;
— 1
T g T I (20)

The following Theorem applies to the states given by Eqs. (20,19), and
deals with the quality of the privacy amplification.

Theorem 3. —

Py —rY =2 ) didiew O wl; (21)
jefo.nyn
Tripy —pv| <2 didjow - (22)

J

To learn the secret bit b Eve needs to distinguish between the two density
matrices (in her hands) pl'(E) = 51 Y. xweb Px(E) for which py are lift-
ups. Due to Theorem 1 (Eq. 5), Theorem 2 (Eq. 6) and Theorem 3, we get
SD(pY. oY) < SD( %) < (121l — 7| < Ty didjons. Thus, if the
error correction data is unknown to Eve, her information regarding the final

key bit is
SD(py’,pY) < 3 didjow - (23)

j

In our case where dj equals d;, ...d;, with d;, = cosq; if j; = 0 and
d;, = sinqy if j; = 1, we can calculate the above Trace-Norm further. If w;,
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the i*" bit of w equals 1, then the product of the i*" factor of dj by the i
bit of dwe; is cos;sin oy, since either [d;, = cosa; and dj,e., = sina;] or
alternatively [d;, = sino; and dj,z., = cosqy], since j; @ 1 = not(j;). The
contribution of such terms is (sin 2q;) since the sum is over all j so the term
djdjew contributes twice. If w;, the i bit of w equals 0, then the product
of the i*? factor of d; by the i'" bit of dye; is either cos? a; or sin® ;. When
summing over all j, such terms sum up to yield 1. As a result the sum reduces
to

Zdjdjeaw = H Sin(20éi) H 1
J 0

i:wi:I i:wi:

= J] sin(Rw). (24)

1:w;=1

For instance, with w = 10 we get }; djdjp10 = doodio + do1di1 + diodoo +
d11d01 = 2[d00d10+d01d11] and therefore ZJ djdj@lo = Q[COS 1 COS (¥g sin (v1 COS (ig+
oS ayp sin g sin v sin ap] = 2 cos ay sin oy [cos2 Qg + sin? ag| = sin 2ay.

If we look at w as the characteristic function of a set also denoted w,
one can write ¢ € w instead of w; = 1 (that is, “set notations”), and thus
Theorem 3 gives

Trlpy — pY| < 2] sin(2q;) , (25)
1EW
so that finally
SD(py, oY) < [1 sin(2e) , (26)
1EW

if the error correction data is unknown to Eve.
The special case where w = 11...1 and all angles are the same («) was

solved to leading order in [8] using different methods giving (2a)"/4/7n/2.
Using our method for that case, we get (sin2«a)™ as a bound.

7 Error correction

For error correction, Alice chooses r independent strings {vy, vs...v,}, and
calculates x - v; = b; for each such string. Doing so, she actually calculates
the parity of various substrings of x, obtaining r independent parity bits.
The strings v; to v, and the outcomes b, to b, are sent to Bob and hence
also to Eve. As a result, Eve knows that x is a solution of the set E of
equations {x-vy; =by,...,x-v, = b.}. If we let b be the string (b;)1<i<, and
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if V is the parity matriz whose r rows are the strings vy, ..., v,, then the set
E of equations can be written more succinctly as

xV' =b

where V' is the transpose of V. The matrix V defines a linear code C with
27" code words of length n, namely the linear space defined by yV' = 0,
and spanned by all these strings y. If its minimal distance (the smallest
Hamming weight of a non zero code word) is d = 2t + 1, then the code can
be used to correct up to t errors. The same holds for other sets of strings
x provided we are given the “syndrome” b = xV; The set of strings x (for
a particular nonzero syndrome) then forms a nonlinear code defined by the
same matrix V, with the same minimal distance as the linear code C. That
is, the new code consists in the coset of C containing b (it is an affine code
instead of a linear code).

The strings vy, ..., Vv, can be chosen randomly, to yield a random linear
code, or can be chosen according to some other procedure. The results we
obtain are independent of the way the code is generated.

Let V be the linear space spanned by {vy,...,v,}. Since the strings v;
are assumed to be linearly independent, the space V is of dimension 2" over
the field Fy = {0,1}. For any s € F} = {0,1}", let vs = >/, s;v;. Clearly
the map s — v is linear and injective (from linear independence); as a result,
it is an isomorphism (i.e. 1 —1 and onto) from F% onto V. Moreover, for any
x that is a solution of the system E of equations (i.e. such that xV' = b),
we get

T r s
X Vg =X- (Z&‘W) =) six-v;=)» sb=s-b
i=1 i=1 i=1

The notations vg will be used extensively in the sequel. Notice that for any
v € V Eve is able to find s such that v¢ = v and, as a result, knows the
parity s - b of the substring of x determined by v.

The privacy amplification string w must also be linearly independent from
the set of the error correction strings i.e. w ¢ V. We shall show that the
Hamming distances between the privacy amplification string and each string
in the linear space V spanned by the error correction strings {v; ...v,}, will
provide the security parameters of the final key.

Recall that Eve holds a state for which the pure state of (19) is a purifica-
tion, but she does not know x. Eve learns the set of linear constraints which
are imposed on the bits of x. More precisely, the additional data provides the

14



system E = {vy -x = b;,vy-x = by,...,vp-x = b.} of r linear equations
such that the r+ 1 strings w, vy, ..., v, are linearly independent and each b;
is either 0 or 1. For the bit b (0 or 1) obtained from the privacy amplification
string, we now define

/\;V 1

P = G ) W) (U] (27)

x:x-w=bAxVT=b

an equal mixture of the states |Wy)(W,| such that x is a “code word”, and
the secret parity bit is b.

Theorem 4. —

g =T =2 Y Y didigwev. (1) e wa v (28)

se€{0,1}" je{0,1}n
Tr‘pg’w - p?’w’ <2 Z ZdjdjEBwGBvs . (29)
se{0,1}" j

Note that the first result generalizes Eq. (21), and the second result general-
izes Eq. (22), to contain the error correction data.
Using Eq. (24) and the set notation of Eq. (25) we finally get

Trlpf™ —pivl<2 > [ sin(a). (30)
s€{0,1}" ie(wdvs)

Therefore, we can use Theorems (1) and (2) to get

SD(pg™, pr™) < Y II sin(2q) . (31)

s€{0,1}" ie(wdvs)

when the error correction data is known to Eve.

8 A bound on Eve’s information

The above result bounds Eve’s information in terms of parameters chosen
by Eve, that is, a;. We now show that, if the test is passed, then Eve’s
information is bounded by parameters chosen by Alice and Bob.

Using sin(20;) < 2sina; < (8p;)/? we get

SD(pe™, ™) < > [ I el (32)

s€{0,1}" ic(wdvs)

15



For each s € {0,1}", let 7y = W @ v, be the Hamming distance between w
and vg. Since ng is the number of elements in the set of indices corresponding
to w @ vy, it is also the number of factors in the product [];c(wav,). Also let

Y. pil/ns (33)

i€(Whvs)

be the arithmetic mean (average) of the probabilities p; for i € w @ vs. The
geometrical mean of the elements 8p; such that i € w @ v is bounded above
by the arithmetic mean of the same elements, i.e. [[Ticwev.)(8pi)]"/™ < 8ps,
and consequently

SD(pg™, ™) < 3 [8ps]™/? . (34)

s€{0,1}"

Given that the test is passed, Piest < Pallowed, Statistical analysis promise
us that each of the ps is bounded; indeed, combining two laws of large
numbers of Hoeffding [18], Theorem 2 in [I8] (sums of independent ran-
dom variables) and its extension in section 6 in [18] (sampling from a finite
population), we are promised that p,s, the average p; of all n’ relevant bits
(n' = n 4 Nyesy) satisfies Prob[p, > press + 20] < 2 2ntestd” (since the tested
bits are picked at random). Moreover, ps < (n'/fig)p,. As a result we get
for all s € {0,1}"

ps S (n//ns)<ptest + 25) (35)

except with probability pra < 26 2nwestd? Therefore, Eve’s information is
generously bounded by

SD(pO Wv pl < Z 8” /ns Drtest + 25)] n5/2 (36)
se{0,1}"

except with a probability of pra = e~ 2ntestd?

Now, let n = mingns and let n’ be even [throw one bit away if needed
(before choosing the bits for the test)], and choose n = nys = n'/2. More-
over, let & = pyest/2 (those choices are clearly not intended to be optimal).
Then

8ps S 32nptest/ﬁ ’ (37>

except with a probability of 2e~mPest®/2 - Therefore, Eve’s information is
bounded by

SD(pO W’ p]1-E Z 32nptest/n (/) ) (38)
{0,1
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except with a probability of pre. = 2e~™rest”/2,

For sufficiently small error rates, there are error correcting codes which
allow us to choose the parameters n and 7 so that the right-hand side of (37)
is smaller than 1 (which requires here that piest < (2/n)(1/32) < 1.5625%,
since 7 must be less than n/2). Equation (34) still holds if we replace ng by
the smaller value n. We finally get

SD(p(];E7w7 p{lw) S 2T [32 nptes‘n/ﬁ]ﬁ/2 ) (39)

except with a probability of 2e~"Pts*/2 Again, for sufficiently small error
rates, there are error correcting codes which allow us to choose the parameters
n, r and n such that Eve’s information is exponentially small. This completes
what we want to say about the security of a single bit final key.

We shall not calculate the error-rate threshold here, but such a thresh-
old was calculated in the proof of security against the most general attacks
possible [1]. Due to various non-optimal steps in the current paper, the
threshold which can be obtained here is much worse than the one obtained
in [1] (which is 7.56) for more general attacks, hence calculating the threshold
for the current proof is meaningless.

9 Multi-bit final key

If m > 1 Alice chooses for privacy amplification m linearly independent
vectors wi, Wy ... W, whose span W is such that VN'W = {0}. The final
m-bit key will be k = (k;)1<;<n where k1 = x-W1, ks = X-Wa, ..., kyp = X-W,.
Put differently, if W is the matrix whose rows are wy, ... w,,, then k = xW .

To obtain a security parameter n, Alice and Bob must make sure that
each string in W — {0} has a Hamming distance of at least n from any string
in V| the linear space spanned by {vi,vy...v,}. Furthermore, if Alice and
Bob want Eve to be ignorant of linear combinations of the different key
bits, they should be more strict, and make sure that any string in the space
W — {0} has at least a Hamming distance n from any other string in the
space V + W.

Then, the final formula (39) is modified by replacing 2" by 2"+"~! and
the Hamming distance n is modified to be the minimal distance between any
two vectors in the space V + W (of dimension r + m over Fy).
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11 Appendix

Proof 1. — If £ = (E,)zex is a POVM on H; then E ® Iy, = (£, ®
I, )zex is @ POVM on ‘Hy; ® Hy and Tr(Tra(p;) EL) = Tr(pi(Er @ Ip,)).
Consequently SD(Try(pg), Tra2(p1)) = SDEln, (po, p1). By definition of
the optimization process supg[SDg@’IHz (po, p1)] < Supg[SDg(ﬁvo,ﬁvl)], since
& ® Iy, is not necessarily the optimal POVM on the combined space. Thus,

SD(Tr2(po), Tr2(p1)) < SD(po, p1)-

Proof 2. — Note that, for emphasizing the generality of the result,
the ~ sign is removed since it is not required in the proof here.
In order to prove this inequality (see also [19]) let us first fix some mea-
surement procedure & = (E,).cx. Then the resulting mutual information
SD(po, p1) = I[(B; X) = Y ,ex p(2)2(p.(0)), where (from the Bayes for-
mula) p,(0) = p(B = 0)p(X = o|B = 0)/p(x) = (1/2)p(x)/p(x). Knowing
that

Ly(r) < |2r —1|

for 0 <r <1 we conclude that

SD*(po, p1) < > p(x)|2p-(0) — 1] .

rzeX

Assigning p,(0) = (1/2)p§(z)/p(z) into the last expression [and using p(z) =
(p§(z) + p%(x))/2 in the followmg equality], we obtain

SD%(po,p1) < Y p(@)|2[p5(x)/2p(x)] — 1

zeX
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*Z|po pl z)| .

xeX

Now, since py — p; is Hermitian, it can be diagonalized and consequently
written in the form py — p1 = X A;|7) (j| where |j) is an orthonormal basis
and

Trlpo — p| = A -
Clearly Tr(|j) (j| Ez) = (j|Ex|j) and so

po(x) = pi(z) = Tr((po— p1)Ex)
= 2N UIEL)

Using the last expression for SD and using (j|E.|j) > 0 (since E, is positive
definite), we can now deduce

SD%(po, p1) < fZM 1> GIE.5)

zeX

1
= - - .
27 rlpo — p1l

Since £ is arbitrary, we choose the one which optimizes SD and this concludes
the proof.

Proof 3. — For convenience let us define AY = py — py. Using (—1)" =
(—1)*% and for the states given by Eqs(20,19), we get

A = () '
_ 27n+lzdjdk Z(_l)x-(jéak@w) |.]><k‘ '
j.k

X

We now simplify the preceding sum using a technique similar to the one
of [9]. If j® k & w # 0, there is some string y such that (jdkdw) -y = 1.
If we let X' = x @ y then (—1)¥ 08kew) 4 (_1)x(€k&W) — () and since x # x’
(because y # 0) all the coefficients of |j) (k| cancel in pairs. If j @k & w = 0,
then (—1)*UPk®W) — 1 for all x and since there are 2" such strings, we get
AY =2 ) didy [i)(]
ibj=w
= 2 > didjew i W],
je{o,1}»
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proving the first part of the theorem.

Ifi @ j = w then clearly j @ i = w. Therefore, AW is a sum of 2"~! Hermitian
(2™ x 2"-dimensional) matrices did;|i)(j| + djd;i|j) (i] = did;[|i) (j| + |j)(i]]. For
each of them the Trace-norm is 2d;d; = d;d; + d;d;. Usmg this result and the
triangle inequality (which is satisfied by any norm) we obtain

TT"Awl < 2 Z didj = 2Zdjdj®w ;
J

ibj=w

proving the second part of the theorem.

Proof 4. — The first steps here follow similar steps in the previous Proof.
Let us define ABW = p5™ — pp™. Using (—1)° = (—1)*" and for the states
given by Eqs(27,19), we get

AW ( 1)0pB™ + (—1)' 5

—n+r+1 Z djdk Z (_1)x-(j@k@w) ’j><k| .

j:k XZXVT:b

For any s € {0,1}" we let v denote the element Y_; s;v;. Clearly v € V.
We first simplify the expression for ABY. If xVT = b, i.e. is x is a solution
of the system E, then x- vy =s-b.

Ifjdk®w=vgand xV' = b, then the exponent x - (j ® k & w) in the
above expression for ABW reduces to x - vg= s - b. This value is independent
of x and so the coefficient of |j) (k| = |j) (j & W @ vs| is now 2d;djgwav, (—1)5P.
If j®ok @ w is not in the span V of {vy, ..., v,.} then there is a solution
y to the system {(j @k@w) y=1vi-y=0,...,v,-y = 0}. For any
x solution of E, let x’ denote x @ y. Clearly X’ is also a solution of E and
(—1)xGekew) 4 (_1)x"(08kéW) — () and consequently the coefficient of |j) (k|
is 0, proving

APY — QZdjdj@w@vs( ¥ iiewe vy,

j?s

the first part of Theorem 4.
Consequently, Eq. (21) in Theorem 3 can be used to write

ABY = ST (1P - i)

s€{0,1}"
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As in the proof of Theorem 3, we define AVY®Vs for the terms in the paren-
thesis. We obtain ABY = 37 13- (—1)*(AV®¥*), and due to the triangle
inequality

Tr|ABY| < > Tr|AV®vs| .
s€{0,1}"

The Trace-Norm of these terms is given by Eq. (22) once w there is replaced
by w @ vs. Now, using the set notation we finally get

TriAPY <2 Y Y didigwav, (40)

s€{0,1}" j

proving the second part of Theorem 4.
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