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ABSTRACT 1. INTRODUCTION

The use of recommender systems in e-commerce to guide cus- In e-commerce, recommender systems allow entities providing
tomer choices presents a privacy protection problem that is two- goods or services to guide the choices made by the users of such
fold. We seek to protect the privacy interests of customers by trying Systems, i.e. potential customers. The recommendation can be
to keep private their identity and demographic characteristics, and issued by the merchant of the goods or services themselves or by
possibly also their buying preferences and behaviour. This can pbeintermediary brokers. In both cases, recommendations are issued
desirable even if anonymity is used. Furthermore, we want to pro- from within acatalogueof items available trough that merchant or
tect the commercial interests of the e-commerce service providersbroker. We use forthwith the generic te@ervice Provide(SP) to
by allowing them to make recommendations as accurate as possifefer to the entity operating the recommender system and the owner
ble, without unnecessarily revealing valuable information they have of the respective catalogue. We use the generic semvicefor any
legitimately accumulated, such as market trends, to third parties. item in this catalogue, whether it is a digital or physical good or a
In this paper, we concentrate on recommender systems basedervice to be provided.
on demographic filteringwhich make recommendations based on ~ Because of the size and complexity of the catalogue, recom-
feedback of previous users of similar demographic characteristics mender systems usually employ filtering techniques, such as
(such as age, sex, level of education, wealth, geographical location,content-based, collaborative, demographic or knowledge-based
etc.). We propose a system calledamBic, which adequately filtering to extract a reasonably small set of services to be recom-
achieves the above privacy-protection objectives in this kind of mended to the user. More detail about these filtering techniques
recommender systems. Our system is based on a semi-trusted thir¢an be found in [5, 25].
party in which the users need only have limited confidence. Amain  One important disadvantage of recommender systems, however,
originality of our approach is to split user data between that party is that in order to obtain accurate recommendations the user might
and the service provider in such a way that neither can derive sen-have to reveal to the SP information that is considered private,
sitive information from their share alone. such as identity, demographic characteristics, previous buying
behaviour, etc. On the other hand, the contents of the catalogue
: : : has intrinsic commercial value, and the SP should also try to pro-
Categones and SUbJeCt Descrlptors tect it from competitors, and in particular from those who might be

H.3.3 [Information Storage and Retrieval]: Information Search masquerading as potential customers and users of the recommender

and Retrieval-+nformation filtering H.3.5 [Information Stor- system. Thus, the problem of privacy protection in the use of
age and Retrieva]: Online Information Services-Web-based ser- ~ recommender systems applies to both users and service providers.
vices H.4.0 Information Systems Applicationg: General In this paper, we address this problem in the context of recom-
mender systems usindemographic filtering(DF) techniques.
General Terms In Section 2, we describe DF-based recommender systems and

the privacy protection issues that they raise. We then introduce
in Section 3 some of the privacy protection solutions introduced
in other contexts and describe the required cryptographic primi-
Keywords tives. We present in Section 4 theeAMBIC system, our solution

to protect privacy of both users and service providers. A discus-
sion in Section 5 precedes the conclusion and future directions in
Section 6.

Security, Architecture

E-Commerce, recommender system, privacy protection, demo-
graphic filtering, clustering, semi-trusted third party.

2. PRIVACY AND DEMOGRAPHIC

Permission to make digital or hard copies of all or part of this work for FILTERING

personal or classroom use is granted without fee provided that copies are

not made or distributed for profit or commercial advantage, and that copies Recommender systems based on demographic filtering aim at
bear this notice and the full citation on the first page. To copy otherwise, to categorising users based on their demographic information and
republish, to post on servers or to redistribute to lists, requires prior specific .o .y mend services accordingly. More precisely, demographic
permission and/or a fee. information is used to identify thé t f fh t like simi
SAC'06 April 23-27, 2006, Dijon, France. Ypes Of users that fikeé simi-

Copyright 2006 ACM 1-59593-108-2/06/000455.00. lar services. DF can be used by any SP who offers services by
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using data on individual users. The key element of DF is that it system, since constructing and maintaining (i.e. “distilling”) this
creates categories of users having similar demographic characterinformation is all that is required in order to be able to make this
istics, and tracks the aggregate buying behaviour or preferences ofkind of recommendations.
users within these categories. Recommendations for a new user are Of course, for such clusters to be used effectively in recom-
issued by first finding to which category he belongs and then by mender systems, the aggregate buying preferences within a cluster
applying the aggregate buying preferences of previous users in thatmust also show sufficient similarity. In our example, this means that
category. the list Pc must be sufficiently small. Achieving this objective can
Example - Part 1. Today, a concerned citizen wanting to keep be done in a"?”et_y of \_/va_ys,_suc_h as merging or separ_ating existing
himself abreast and well informed on world affairs and politics has clusters, co_nS|der|ng sw_ml_arlty dlstanc_es on the combined space of
a myriad of sources of information from which to choose. Even if demographlc characteristics a.nd b”y'ng preferences/behaviour, or
we restrict him to Internet sources, there are hundreds of sources b_y attempting to apply clustering techniques on_t_he space of ser-
ranging from organised Media, web sites of political parties and V'¢€S: See [1] for instance. I—_|owever, th? spe_cmc way in which
lobbies, interest groupsad hocposting in newsgroups, and even clusters are formed is immaterial to our privacy issues.
blogging and podcasting. Beyond the shear number of such sources Example - Part 2.0ur concerned citizen happens to be a young
of information on a controversial topic, a user might have prefer- male engineering student living in a Northern European country,
ences on the source to be used, such as length and depth, politicalof Arab origin, who likes soccer, drives a yellow car, and has indi-
inclination, objectivity, means of delivery, etc. We will thus con- cated business and computer games as interests. The recommender
sider for our example a hypothetical search engine on Web items has identified him to be in a cluster of well-to-do and educated
associated with world affairs and politics. Because it is reason- young people in developed countries. Historically, people in this
able to think that user preferences will be influenced by demo- cluster have mostly clicked on links going to specialised in-depth
graphic characteristics, we will assume that this search engine uses Print magazines, a certain subset of prolific bloggers, and multi-
a recommender system based on demographic filtering to rank themedia clips from state-operated Western European broadcasters.
hits returned to a particular user. When he queries the search engine for items about the war in Iraq
in the last week, he will be provided (in order) with an in-depth
article in The Economist, two posts by bloggers on the latest bomb-
ing and an audio clip from Deutsche Welle. Of course, there will
be other hits on that topic, but they will appear after in the ordered
list of matches.

While there are many categorisation techniques that can be suc-
cessfully used in this context, in this paper we shall Dsga
Clusteringto illustrate these techniques and the proposed privacy-
protection solutions introduced in Section 4. Note however that
these solutions are completely independent of the categorisation .
technique used in a DF-based recommender system. Clustering Unfortunately, in order for the clusters to be constructed and for
has been the subject of much research, particularly in Statistics and® NeW user to be associated with the appropriate cluster, users must
Machine Learning (see for example [15]). It aims at forming clus- provide the SP with demographlg information. The potential abuses
ters of similar objects. Objects in a given cluster are similar to [TOM unscrupulous SPs are obvious. For example, a SP could pool
each other, but different to objets in another cluster. A clustering IS information with other SPs and/or governments. It could also
algorithm thus needs a metric to compute the distance between twosell this information. This could result in a serious violation of
objects to indicate how similar or different they are. Therefore, theuser's privacy. Such violations are prohibited by many govern-
objects are typically represented as vectors in a multi-dimensional Ments but effective methods to enforce privacy laws are generally
space and distances are typically calculated using the Euclideani2cking. This problem is exacerbated when information is used
distance (or another instance of the Minkowski distance) consider- about individuals without their knowledge of it. Should the user
ing all or a subset of the dimensions. Each cluster is represented byeVer have the proof that his privacy has been violated by the SP,
a centroid or a medotd and sometimes radius and density infor- he could complain to the proper authorities, so that justice might
mation. be served. However, the complaint alone is not sufficient to restore

In demographic filtering, clustering is used to create the user cat- the USer's privacy. ) .
egories mentioned above by considering the set of all previous cus- ©On the other hand, the privacy of data legitimately accumulated
tomers. The objects are the users, and each dimension of the spacBY the SP must also be protected. In a competitive market, pricing
represents one of their relevant demographic characteristics. Forlnformation contained in the catalogue might be sensitive and the
a given clustelC, its density represents the number of users in it SF Mightnotwantto reveal it to competitors. Furthermore, depend-
and its radius is a measure of how demographically dissimilar they IN9 On the type of service, the catalogue itself might have value,
are. Then, the historical data on buying behaviour or preferencesSUch s in the case of information brokers. While the SP might be
of each user i is used to associate to the clustéanaggregate  Willing to reveal a few items and prices tdana fideuser, he must
buying behaviour. In its simplest form, this aggregate can simply take precautions so that the information revealed cannot be used by
consist of the list of serviceBe: — {pi, ps, .. ., p.} that were pur-  COMPetitors posing as users to obtain information on the catalogue
chased or for which positive feedback was given by user§.in  OF the pricing that they should not have. _
When a new user requires a recommendation, the recommender  MOStimportantly, however, once the SP has operated for a suffi-
system computes the cluster to which he is closest(sa@nd then ciently long time that the essence distilled is good enough for use in
produces as a recommendation the list of itéfps In other words, a recommender system, the essence itself becomes of even higher
DF-based recommender systems peeple-to-peopleorrelations value than the catalogue and should hence be protected, with even
to produce their recommendations. In this paper, we refer to the MOre vehemence, from potential competitors. .
list of clusters, and for each clustét the list P of items pur- Technically, the essence belongs to the SP. Itis in his best inter-

chased/liked by users ift, as theessencef such a recommender est that it be updated accurately, because the quality of recommen-
dations depends on it, and therefore so will the user’s satisfaction,

The centroid is a virtual point corresponding to the average of all @nd hence the SP's business revenues. However, even though it is
the points in the cluster, while the medoid is the median point of only a statistical aggregate, the essence should not be completely
the cluster. “opened” to the SP to prevent him from using “differential anal-

873




ysis” on consecutive versions of the essence in order to infer the Another example of domain with interest to researchers in
user’s demographic profile. privacy preservation is the Collaborative Filtering (CF) technique,
Our task is to provide an architecture for such generic demo- which outputs recommendations of services for a given user, based
graphic filtering systems, in which the privacy requirements out- upon the behaviour and the evaluations of the other users [22].
lined above are achieved. For that purpose, we identify two classesA scheme for privacy-preserving collaborative filtering is proposed
of privacy level: in [7]. Here, a community of users can compute a public “aggre-
1. Soft privacy: The user wants to keep his identity and demo- gate” of their private data without revealing them. Each user takes
graphic profile secret at all cost, but allows the SP to know which part in the construction of the aggregate and gets personalised rec-
services he is interested in. ommendations by using local computation. The problem with this
2. Hard privacy: The user wants to keep his identity and demo- scheme is that it isn-line meaning that several users need to par-
graphic profile secret at all cost, and furthermore, he does not allow ticipate simultaneously in each recommendation process. Another
the SP to know which services he is interested in. scheme was proposed in [21], in which the user disturbs his demo-

Example - Part 3.Our young student might not want it known graphic data, usin@andomise_d Perturbatiotechniques, bgfore
that he speaks Arabic. However, that might be relevant for the Sending them to the SP. In this way, the SP cannot compile truth-
recommender to suggest items such as Al-Jazeera. Furthermoreful démographic information about the user. Although the data
in the hard-privacy case, he might not even want the SP, or any- &€ disturbed, Polat and Du argue thgt their scheme should still
one, to know that he is looking for information on recent events in allow for successful 'collaboratlve filtering. Our_subsequen_t work
Irag. On the other hand, consider that the SP’s business model is O the ALAMBIC architecture offers another solution to the privacy-
to charge a certain amount for the number of hits returned, e.g. for Preserving collaborative filtering conundrum, in which we do not
1 euro, you can purchase 25 queries that will return up to 3 hits require ;everal customers to be on]me simultaneously nor do we
each. Additional hits are available at additional cost. To main- need to introduce random perturbations [2].
tain customer satisfaction, it is clear that the SP must use a recom-

mender system to tailor which 3 hits to return to the user. Further- 3.2 Secure Two-Party Computation

more, he does not want to let the user browse all of them, because Secure Two-Party Computation (STPC) is concerned with the
that would result in a loss of profit (operating a good search engine : : - :
does cost monev. after all)p Fine(lllp knovx?in gwhich hits to gro- problem of evaluating a functiofi(x, y) for which the first party,
ide to which Y, h : Y, the inf 9 r hi Fr)] th Alice, provides secret input and the second party, Bob, pro-
vide 1o which USers ( € essence) IS the information on WhICh the ;4o gacret inpuy, such that the output becomes known to both
whole business model is based. Losing that information to another parties while the inputs andy remain secret from Bob and Alice
?earcg-er:]gt]me provider would mean losing a significant competi- respectively, except for what can be logically inferred from one’s
Ve advantage. private input and the joint output. The first general STPC pro-
tocol was given by Yao [26]. By assuming the intractability of

3. RELATED WORK AND factoring, he showed that every two-party interactive computa-

CRYPTOGRAPHIC PRELIMINARIES tional problem has a private protocol. Other solutions followed

] ) ) ) later [27; 17, etc]. Despite recent efforts to implement generic pro-
In this section, we review some work related to the privacy- tocols for STCP [19], it remains most likely that efficient imple-
preservation paradigm. We also review the concepts of Securementations will rely on simplifications based on the particular
Two-Party Computation (STPC) as well as Code Encryption and sirycture of the function to evaluate. In this paper, the SP and the
Code Obfuscation. We assume that the concepts of Public Key yser, assisted by the Alambic agent, are invited to execute a STPC
(or Asymmetric) Cryptosystems, Secret Key (or Symmetric) Cryp- it in addition to having no information about the user demographic
tosystems and Public Key Infrastructure are well known. profile, the SP is not allowed to know the services of interest to the

3.1 Privacy Preservation user, i.e. in the hard-privacy case (see Section 2).

Much research has been done to address the problem of privacy, . .
preservation in Data Mining. In particular, several approaches have .3 Code Encryptlon and Code Obfuscation
been classified using five dimensions [28i}st, data could be cen- Code encryptioris a technique used to protect mobile code that
tralised or distributed. Theeconddimension is about the modifica-  is executed on remote and possibly untrusted computers. The
tion that can be applied on data, such as perturbation, aggregationsecurity problems related to mobile code in general, and mobile
swapping, sampling, etc. Thaird dimension is concerned with  software agents in particular, has been studied in [23]. For example,
algorithms that are used in data mining (for instance decision tree, a mobile agent must be able to protect the integrity and the execu-
association rule, clustering, rough sets, Bayesian networks). Thetion of its code, compute with secrets in public, and preserve the
fourth dimension considers whether it is the raw data or the aggre- privacy of the code and internal data. Sander and Tschudin also
gate data that must be hidden. Finally, in fifgh dimension, it is introduced the notion a€omputing with Encrypted Functions
important to highlight how the privacy-preservation techniques are  Code obfuscatiofil2] is a process that transforms a program so
used for the modification of data. Here, techniques are heuristic- that it becomes more difficult to understand and more resistant to
based, cryptography-based or reconstruction-based. reverse engineering. The code resulting from this process is called

There have also been several approaches developed for privacyobfuscated codeln practice, obfuscated code can be the result of
preserving clustering. For example, one approach aims at usingone or more code transformations. Even though it differs signif-
transformations to perturb the dataset before the algorithm is icantly from the original code, the obfuscated code must produce
applied (see for example [20]). Another approach consists in the same result as the original despite a possible slow down.
designing algorithms that use secure multi-party computation (see In the solution proposed in this paper, the code of any given
for example [16]). In this paper, the clustering process is executed Alambic agent is encrypted and obfuscated in such a way that the
by the Alambic agent through the feedback it receives from users. SP is unable to gather information on its internal state or variables
Detail is given in Section 4. or on how it works. This prevents the SP from being able to alter
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The STiLL MAKER: The SriLL MAKER is a Secure Platform that
Secure Platform generates Alambic agents for SPs. Each Alambic agent is issued a
STILLMAKER separate private/public key pair and a public key certificate that is

signed by the 8ILL MAKER by using a Public Key Infrastructure
Service Provider (SP) (PKI) with digital signature services that both the SP and the user
recognize. The authentication of a given Alambic agent is equiv-

Alambic agent T alent to that of its public key. The user encrypts the data part of

Demogr aphic Essence UPDATE his profile with this public key. To give users confidence that the
Alambic agents ensure their privacy, th&lS. MAKER must use
fourth-party validation, meaning that some independent organiza-
tions are invited to test and validate the generation of the Alambic
agents by the 8LL MAKER. In particular, the tests and validation
must confirm that the obfuscation and encryption are performed
correctly and that the Alambic agent’s private key is well hidden
from the SP.

4.2 Description and main concepts

ALAMBIC is a demographic filtering system that provides a solu-
tion that achieves the privacy requirements described in Section 2.
This solution is based on the followirdivision of trust principle

Catalogue:
Services

SELECT

Controller unit

Encrypted

E(p. A)

profiles

Y, E(p A)

v

1
T=T(d) Feedback:
¥ E(S(P', d), A)
Y, [E(PA] (S d,z) | RETRIEVE “Trust no one, but you may trust two”.

Sz V) T Services In other words, users will distribute their trust between the SP and

l S(P, d) recommended the Alambic agentin such a way that only a collusion between

v them would expose the user’s private data. Each SP has its own
User Alambic agent, which is provided by ar&L MAKER. The partial
trust required of the agent (and therefore of theLEMAKER) is
not far fetched, as discussed in Section 5.

The main idea behind our solution thus resides in the introduc-
Figure 1: Architecture of ALAMBIC tion of the Alambic agent, which is semi-trustecthird party in
which users only need to have limited confidence. The demo-
graphic essence described in Section 2 is handled by the Alambic
agent because it requires knowledge of demographic information in

the behaviour of the Alambic agent in a way that would reveal sen-

sitive information. order to make recommendations. This essence provides a cluster-
ing of users according to their demographic information, together
4. THE ALAMBIC SYSTEM with a mapping from these clusters to the preferences (represented
In this section, we presentlAMBIC, our privacy-preserving  in this paper by anonymous catalogue item indgxgsnormally

demographic filtering system. First, we present its architecture. Shown by the§e users. _ _
We then describe its main ingredients and detail the demographic The Alambic agent serves as an intermediary between the SP
filtering process. Finally, we show how the user’s privacy is and the user. It makes recommendations based on information in

preserved. the demographic essence. It also maintains it by receiving feedback
. from the user and updating the clusters and their mappings to the
4.1 Architecture and components anonymous indexes accordingly.
The architecture of AamBIC is presented in Figure 1. We are now ready to describe.AmBIC's demographic filtering

We present in this section the three main components of the process.
ALAMBIC system as well as the semi-trusted platform that gen- - .

erates the A{ambic agents. P 9" 4.3 The demographic filtering process

The SP:He maintains his catalogue and the encrypted user profile ~ The execution process ofLAMBIC is shown through the inter-
database. The catalogue contains the available services. The SRctions materialised by arrows in our architecture (Figure 1). These
communicates with the Alambic agent and the user through a Con- interactions are considered from left to right as time goes by. The
troller Unit. steps of the execution process follow.

The Alambic agent: It resides inside the SP’s system, but its
code is encrypted and obfuscated so that the SP cannot obtain
more information than what can be deduced from the output of
the RETRIEVEprocess, described in Section 4.2. The Alambic
agent can be a piece of software that the SP downloads from the 5 The user enciphers his demographic profite, with the

1. The SP provides the user with the pubic key certificate of the
Alambic agent. This allows the user to learn the Alambic
agent public key and make sure it is legitimate.

STILL MAKER (see below) and installs in his system. It can also ' Alambic agent public keyA, and obtains®(r, A). For the
be a §ILL MAKER'’s provided secure co-processor that the service sake of confidentialityr contains in addition Z’:lsecret key
provider adds to his system. _ used in Step 5 below. The user sends his pseudogyo-
The user: He wishes to receive recommended services from gether withE (7, A), to the SP.

the SP. He receives the Alambic agent’s public key from the SP to
encipher his private information (demographic data), but this public 3. The SP insertg and E(, A) in its encrypted profile data-
key bears the B8LL MAKER’s digital signature. base, and forward&(w, A) to the Alambic agent. [From
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Table 1: The Alambic agent clustering table

Centroid | Anonymous indexes
Cy P1,P2,P7
C2 D5, Ps, P20, Pt
Cn P1o

Table 2: Structure of the SP’s catalogue

Anonymous Index| Service Index| Description
D1 S1
P2 S2
Dt St

now on and for future connections, the user “identifies” him-
self asyy when he communicates with the SP].

4. The Alambic agent receiveB(w, A) from the SP. It de-
ciphersE(r, A) using its private keyA’, and obtains the
user's demographic profilet = D(E(w, A), A’), whereD
is the decryption algorithm.

. From, the Alambic agent computes the distance between
the user's demographic profile and the centroid of each
cluster, to find the nearest clusté€r, = C;(x), for a cer-
tainj € {1,...,n}, wheren is the number of clusters in

8. The user and the SP execute the proceRE&RIEVEas

follows.

(a) In the soft-privacy case, the user only has to send the
list S(P,¢) to the SP who compares this list with
its tableT" and obtains recommended services for the
user. In other words, in this case, the procedure
RETRIEVEcorresponds to selecting serviceslirthat
have encrypted and anonymous indexeS (i, §).

(b) In the hard-privacy case, the procedlRETRIEVE
can be implemented with specific STPC solutions ade-
quate for this task, such as SPIR (Symmetrically Private
Information Retrieval) [11, 18, 13, 8] or BIiS (Blind
Search) [3]. These solutions enable the user to receive
recommended services associated to the encrypted and
anonymous indexes iff(P,¢), while the SP remains
ignorant of such indexes.

In either case, the proceduRETRIEVEoutputs recom-
mended services for the user.

. LetS(P’, §) be the set of encrypted and anonymous indexes
of services that the user has purchased (implicit feedback) or
for which he has indicated a preference (explicit feedback).
The user sendS(P’, §) to the Alambic agent for update pur-
poses. S(P’, ) is sent in clear in the case of soft privacy
and in its encrypted fornt’(S(P’, §), A) in the case of hard
privacy. The updating process is discussed below.

Updating the demographic essence:

the demographic essence. The Alambic agent thus producesThe essence update is based on thedig?’, §) that the Alambic

alist, Pc = {p1,...

, e}, of anonymous indexes that users  agent receives as the user's feedback. From elements in this list,

in C' have chosen in the past (see Table 1). It picks at ran- the following situations could arise:

dom two secret key§and(. The former serves in protecting
the SP indexation procedure from the competition. The lat-
ter protects the list of anonymous indexes which is sent to the
user: this protection is particularly useful in the case of hard
privacy. LetS be a symmetric encryption scheme publicly
known by all the parties. The Alambic agent applies a dou-
ble encryption,S(S(p:, d), ¢), of each anonymous index
ofthelistPc, i € {1,...,c}. It thus obtains the list:

S(S(P7 6)7() = {S(S(p176)7<)7 .. .,S(S(pc,é),C)} .

The Alambic agent uses the secret keyt receives from
the user (see Step 2) to encipldeas.S(¢, 7). It sends both
S(¢, ) andS(S(P, ), ¢) to the user. Finally, it also sends
to the SP.

. The SP computeS(px,d) for each anonymous index.,
k € {1,...,t}, wheret is the total number of anonymous
indexes in his catalogue (see Table 2). He then executes the
procedureSELECT which creates a tablg, containing val-
uesS(pk,9), k € {1,...,t}, as search keys, and the asso-
ciated service indexes and descriptions. In other words, this
tableT contains the same information as the initial catalogue
but is indexed through anonymous indexes maskedl by

. The user deciphei$(¢, 7) and obtains

1. S(P',8) = S(P,d): The user is satisfied by all the services

associated to the encrypted and anonymous indexes that he
has received from the Alambic agent.

. S(P',8) C S(P,d): The user is partially satisfied by the
services associated to the encrypted and anonymous indexes
that he has received from the Alambic agent.

. S(P',6) D S(P,§): The user is satisfied by all the ser-
vices associated to the encrypted and anonymous indexes
that he has received from the Alambic agent. Moreover, he
is satisfied by additional services that he queried by other
means: for example, advice from a friend suggesting him to
get a particular service. If the SP has other mechanisms to
recommend services, such itam-to-itemcorrelations, this
could potentially come out with additional services that are
correlated to those resulting initially froifi( P, §). In this
case, the SP sends the service’s description together with its
encrypted and anonymous index, which the user adds to the
list S(P’,4).

. S(P',8) N S(P,6) = DandS(P',5) # 0: The user rejects
all the services recommended, but he receives and is satisfied
by services that he queried by other means (as in the previous
case 3).

In all of the above cases, the necessary modifications might
involve changes to the list of iteni&- of the clusteiC to whom the
user belongs, but it also chang@stself (changes in the centroid

¢ = 87 *8(¢,7), 7). He then computes the s8tP,s) =

STHS(S(P,6),¢),¢) = {S(p1,0),...,S(pe, 0)}.
czz\c%r\]/iil\‘/eiaflhgyuaslleov(\)/]icn% ?ﬁg%‘zgr”ggng rgfi%gtrgﬁg‘ﬁstgg s@ggﬂg‘&rgn g medoid, density and radius) and might even trigger the merging,
encrypted profiles, it is not strictly required inLAMBIC. In fact separatlgn or creation of new c!gsters. For our purposes, a!l that
their use might detract from protecting user privacy. Some user Matters is that all of these modifications can be embedded in the
studies show that users do not like being tracked when buying on- code of the Alambic agent and only require as input the (possibly
line, even if anonymously. This issue is addressed in [2]. encrypted) list of itemsS (P’, §).
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5. PRIVACY AND APPLICABILITY OF the system as he can. This will result in a higher user satisfac-
ALAMBIC tion, better return business and eventually higher revenues. Thus,
he is willing and motivated to implement a recommender system
and furthermore to commit the resources necessary to comply with
constraints imposed by law or by the users, for example privacy
protection. For this reason, the essence should remain his property,

We now address the compliance of theaMBiC system with
respect to the privacy model of Section 2. Let us consider first the
user’s data: identity and demographic profile. There is no real need

for the identity of the user ever to be revealed to any of the parties even though he cannot use it or interpret it by himself. In addition,

(the SP or the Alambic agent). In fact, the identity of the user can the ability for service providers to maintain and accurately update

\t;\?h_rlna'lgtalned sgcret, e\t/endg the z_erwizle tr;qe_eds to b_iz_pqrchasedan as-inclusive-as-possible essence will provide them with a signif-
ile ALamBIC does not address directly this issue, it is impor- . competitive advantage.

tant to note that several solutions have been proposed and exist We see the semi-trusted third party that generates Alambic
for_blind _search_ [3] and anonymous payments [10].' Anonquus agents, i.e. the operator of thei5L MAKER platform, as a ser-
delivery is relatlyely easily achievable [9, 14’ 6] with electronic vice provider himself, whose business survival depends on his abil-
goods (e.g_. music, software) that can be del_lvered overth_e Intemet.ity and diligence in protecting the privacy of the public. He pro-
And even in the case of physical goods, privacy-preserving deliv- vides this service to the SP for a price, but is accountable to the
ery SySt.emS.have been proposed [4] to obviate the negd for the usebublic at large, and thus to any potential user of the SP’s recom-
to identify himself to the SP and protect other potentially private mender system, to protect their privacy. This is not a far-fetched

information such as his address. - . -
. . notion: it is already the case for those bound by professional secret
As for the demographic data, there are three possible threats on, y yp

> : h ; A and other privacy laws. This includes, for example, the figure of a
tShIS Ir p”:/da(t:y l:;y tge SP.t I;rst,(a"yp(tjo-gr?aflytlc a;[_taclm Wth't;:httl:'e notary public or equivalently the attorney-at-law (or solicitor), but

could try to decrypt the encoded information Sent by € USer ., 14 5 certain extent, governments and banks. The other obvious
(or stored by him). This would require either breaking the public-

K i ¢ falsifyi blic k ificate. S d example, in this era of Internet and e-commerce, are the commer-
ey cryptosysiem or a3|fy|ng a public key certiticate. :econ . cial Certification Authorities (such a#risign Entrust etc.) whose
aninference attackvhereby gaining access to consecutive “clear

. in largel n nth lic’s confidence in their honest
snapshots of the essence would allow the SP to make strong |nfer-bus ess largely depends on the public's confidence elr honesty

the d hi file of the last H .~ and professionalism. While there might be an incentive for them to
ences on the demographic profile ot Ihe 1ast user. HOWEVEr, SINCE ., 4o with the service provider, we believe that modern society

the essence update phase concerns only the Alambic agent, Whi(_:rhas already “dealt” with this problem and provides enough mech-
QOestnot re.\é)elal tlhe ogtco;ne t?\f thsa; ctompuftatlon, Sl;]Ch anl ar.]alf'sanisms (legal framework, checks and balances, and other means of
IS not possible. In order for the 0 perform such analysis, he deterrence) to prevent these situations, which are deemed sufficient

would have to “break” the Alambic agent’s code. L : .
. ) . . by and for most (law-abiding) members of the society. We believe
Finally, and this must not be overlooked, the SP’s private data is that the use of AAMBIC (o a system similar to it) would make it

also protected. The contents of the catalogue (its contents, but alsopOSSibIe and practical to have such parties intervene in the e-com-
its sensitive attributes such as price, availability, etc.) are protected merce process to protect the privacy of the public

from th_e A"".‘mb'c agem by the use of anonymous indexes, which Last but not least, another fundamental premise is thatiskees

do not identify the particular service or service type that a category themselvesalso have a vested interest in the accuracy and rele-

of users m_ight prefer. These anonymous inde_xes are_meaningless tQ/ance of recommendations made by the service provider. Without
the Alambic agent but are used by the SP to index his catalogue Ofthis condition, they will not be willing to put in the extra effort,

ser\;lc?s. :Turthermo_re,tt_he fac%ttt:agtlhe cg_)ntrollertun;LThonltOIS_gnd albeit small, to provide accurate input into such a system, but more
controis alt communications ot the Alambic agent wi € outside, importantly they will not be willing to assume the small resid-

makes It very difficult for the Alambic agent to voluntarily Ieak. ual risk associated with providing their private information into

information about the essence to an outside party (e.g. one POSINGy o Al AMBIC system. Finally, there might be particular applica-

aslauser). | private data involved inLA I tion domains (e.g. recommendations of medical or pharmacolog-
n summary, a private data Involved INLAMBIC are Well pro- ical products) in which privacy is of such high importance, that

tected under t_he following _assumptions: . users would be willing to share the additional cost of constructing
— The underlying symmetric and public-key cryptography is secure and operating such a system with the SP, for example by paying
and is used within a well-implemented Public Key Infrastructure. Jees to the semi-trusted third party '

— The STPC protocols used are secure and properly used an
implemented (in case of hard privacy).
— The Alambic agent’s code and internal data cannot be read 0r6' CONCLUSIONS AND FUTURE WORK
tampered with by the service provider, at any phase of the protocol. We have described here a solution that allows SPs and users to
This may be verified by an independent accreditation authority. collaborate in providing the latter with accurate and relevant recom-
— The semi-trusted third party and the SP can be trusted not to col-mendations of services, without compromising user privacy or SP
lude with each other in order to obtain the full user's demographic commercial interests. While other approaches have been proposed
profile (the division of trust principle). to protect privacy for other filtering techniques, such as collabora-

This last assumption is a non-technical one and no mathematicaltive filtering [7, 21] or generic clustering [16], ours is the first that
proof of its soundness can be given. Since the privacy protection addresses the particularly thorny privacy issues surrounding demo-
features of our system, and hence its viability, depends on it, it is graphic filtering. Furthermore, in comparison to these approaches
paramount to discuss whether it makes sense. We put forth theour solution has marked advantages: a) it does not require previous
thesis that it is indeed a sound assumption, as long as the partiegisers to be present when new recommendations are made, b) it does
have clear vested interests and that those motivate them to perforrmot introduce error-inducing perturbations in the data, and c) it uses
what is expected of them in an honest fashion. simpler to implement cryptographic primitives.

This is true for the SP, because it is in his best interest to pro- We have restricted ourselves to recommender systems using
vide as accurate and relevant a recommendation to the users oflemographic filtering techniques to provide user-to-user correla-

tions (e.g. through user clustering). The main reason we chose to
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do this is because, from the user point of view, we believe that most [11] B. Chor, O. Goldreich, E. Kushilevitz, and M. Sudan. Private

privacy requirements would be satisfied if their demographic infor- information retrieval. IrProceedings of 36th Annual IEEE

mation were protected. Nevertheless, we assert that it is possible Symposium on Foundations of Computer Sciepages

to generalise the BaMBIC architecture to provide privacy protec- 41-51, 1995.

tion in other classes of recommender systems such as Collaborativg12] C. Collberg, C. Thomborson, and D. Low. A taxonomy of

Filtering and Content-Based Filtering [5]. This generalisation of obfuscating transformations. Technical report 148,

the current paper is indeed considered in its sequel [2]. Department of Computer Science, University of Auckland,
We believe we have also made a strong case for the viability of 1997.

such systems in the e-commerce setting, by showing how it behoves[13] Y. Gertner, Y. Ishai, E. Kushilevitz, and T. Malkin. Protecting

all parties to collaborate. In particular, we argue that the main bene- data privacy in private information retrieval schemes. In

ficiary for providing accurate recommendation is the SP. A key Proceedings of the 30th Annual ACM Symposium on the

element in achieving this aim is the upkeep of an accurate aggre- Theory of Computingpages 151-160, 1998.

gate market picture, which we have designated as “essence”. Thej14] p. M. Goldschlag, M. G. Reed, and P. F. Syverson. Onion

inherent and potentially enormous value of this essence immedi- routing for anonymous and private internet connections.

ately suggests issues that future research should address. For one,  communications of the ACM2(2):84-88, February 1999.
a mechanism should be conceived that allows the SP to accesgyg) A, K. Jain, M. N. Murty, and P. J. Flynn. Data clustering:

and interpret the essence from time to time, while still protect- A review. ACM Computing Survey81(3):264—323, 1999.
ing the user’s privacy. Secondly, security mechanisms ml_Jst _b_e [16] S. Jha, L. Kruger, and P. McDaniel. Privacy preserving

designed and integrated in the system to guarantee the availability clluster’iné InlOth,European Symposium on Research in
and integrity of the essence against both fortuitous and deliberate Computer. Security (ESORICS "0Bjilan, Italy, September

threats. 2005.
[17] J. Kilian. Founding cryptography on oblivious transfer. In
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